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Privacy and Data Breaches
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Something in common?

* Large and well-known organizations \

.®

e Strong reputations... QO
... until they didn't ‘%1&

* Breaches could have been avoided

U
Heathrow SEg

Making every journey better
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It is a Hyper-Connected World
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Privacy Incident Causes

Technology Human Error

« Malicious attacks and Limited internal resources
system glitches Use of volunteers

« Ransomware Lack of awareness around
« Phishing obligations

« Viruses Social engineering

« Lack of strong security
practices around
technology usage
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Underground Economy of Ransomware

There are currently 6,300+ estimated

dark web marketplaces selling ransomware,
with 45,000 product listings

The prices for do-it-yourself (DIY) ransomware

kits range from $0.50 to $3K. The median The most notable

price is $10.50 innovations used for

ransomware are Bitcoin
for payments and Tor for

From 2016 to 2017 YTD, the ransomware market masking illicit activities

has grown from $250K to $6.25MM, a growth rate of
2,500%

This economy extorts ransom payments that
totalled about $1B in 2016, up from $24MM in 2015

© 2018 Kirke Management Consulting. All Rights Reserved - Private and Confidential

Strategy. Transformation. Results.




Impacts of Privacy Breaches
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2017 Breach Examples

Yah fi
IHG (Holiday Inn/ Crowne Plaza) l gf?rceir;;;?s .
+1000 locations Uber discloses

McDonald's Canada Equifax exposed hackers
95,000 Records 145M Records 3B Records compromised 57M
records a year
earlier

2017 Jan - Mar Oct - Dec

Heathrow security
documents found on
USB stick
Bell Canada Public Services and
1.9M Records Procurement Canada (PSPC)
13,000 Records
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Impacts of a Breach

Investigation and
Brand erosion and resolution activities Fines, reparations and
reputational damage that drain business lawsuits
resources
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Average Cost
per Record

$278

$160

Indirect Costs

«Inhouse Investigations and communication
«Diminished customer acquisition rates
«Customer loss from turnover

Data Breach Cost Per Record
by Industry (SCAD)

$118 25%

Human Error
Direct Costs

«Engaging forensic experts

«Outsourcing hotline
support

«Providing free credit
monitoring

21%
System Glitch

&0 5’\00 (g;LOO §r500 69.,‘00

Enersy
Technolooy
fem

Root cause
Distribution

54%
Malicious
or Criminal

2016 Cost of Data Breach Study:
Canada Benchmark research
sponsored by IBM Independently

conducted by Ponemon Institute
LLC - June 2016



Factors Impacting Costs Per Record

-$F Incident Response Team
-$19.96 mive use of encryption
-$15.50 mloyee training
-$7.07 Data classiﬁcm
-$6.32 Board-level im
Lost or Stolen Devices ﬁ $9.42

Compliance failures ﬁ $13.89

Third party errors ﬁ $20.96

2016 Cost of Data Breach Study: Canada
Benchmark research sponsored by IBM Independently
conducted by Ponemon Institute LLC - June 2016
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Privacy and Security
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Privacy vs Security - Same?

Privacy => Practices

«Corporate Awareness and understanding of
obligations

«Governance around use, disclosure and
retention of Personal Information (PII)

Security => Safeguards

«Technology and physical

«Secure collection, transmission and storage
of PII
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Perfect Depiction

N THIS CORNER WE HAVE
FIREWALLS, ENCRYPTION,
ANTIVIRUS SOFTWARE ,ETC .
AND IN THIS CORNER,
wr Have Dave//

&

C

copyright 2006 john klossner, www.jklossner.com

ww. Jklossner. com
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Key IT Security Measures

IT Encryption at rest & transit (data and hard drives)
Security Access and password management
Backups
Antivirus and firewalls
Internet, IM, and email controls
Regular software updates

Mobile device management
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Good Privacy Practices
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Three Pillars of Privacy Management

Technology

.4

Operations Legal

-

Privacy
Management
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Privacy Regulations Around the World

Canada EU
« Federal - HIPAA « Data Protection
« PIPEDA (private Directive
sector) « FCRA
« CASL - Anti-Spam « E-Privacy Directive
Legislation . COPPA
 Provincial (BC, AB, - GDPR (2018)
QC) . CalOPPA
« PIPA (private sector) « E-Privacy Regulation
- FIPPA (public sector) (TBD)
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X Myths Around Adopting Privacy Practices

Seen as restricting, not enabling

Level of risk is perceived as low

Cost generator

“It's an IT thing”
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Advantages of Managing Privacy

Compliant use of PI
improves customer
experience, better
service, innovative
business models

Trusted partnership
with stakeholders
through proactive risk
management

Better brand identity
and organizational
reputation
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Privacy and Data Management Cycle

Trusted
relationship

Enhanced Notice,
customer consent and

experience collection of PII

Business
Growth

Tailored
products and

services (value-
added)

Data security

Data analytics
and insights
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What is Next?
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What is Changing

Mandatory breach notification — Digital Privacy Act/ PIPEDA (in progress)

GDPR - EU data protection regulation (May 2018)
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Where Do We Go From Here?

» Determine what is your level of Privacy maturity
= Assess your risk and current gaps

» Adopt “"quick-wins"
= Appoint a CPO
= Create or review privacy policy
= Train employees, volunteers on privacy practices and their obligations
= |dentify IT security areas of risk
* Include appropriate disclaimers in your e-Newsletter sign up form

» Establish an incident response procedure

» Bring in experts when required
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Thanks!

Ale Brown — abrown@kirke-consulting.com
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About Kirke

Strategy.
Transformation.
Results.

We are a strategy consulting firm that enables business growth and minimizes corporate
risk. We believe that safeguarding personal information has become paramount in a rapidly
expanding digital world, therefore we help organizations gain relevant data insights to build
tighter relationships with their customers, all within a strong privacy management
framework. This results in increased brand recognition, improved reputation in the industry
and trust within their customer-base.

http://www.kirke-consulting.com/ contact@kirke-
consulting.com
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